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NOT EVERYONE LIKES THE WAF

WEBDEV THINKS
HEIS READY
TO PUBLISH

WAF
GOMES
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CHALLENGE IN PROCESS

—  WAF comes often late into play and
may affect functionality of the app
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CHALLENGE IN PROCESS

— Separated deployment process, can't
be integrated in CI/CD process

‘)‘ — No visibility because Dev and Ops are
WAF Security using different tools
Admin
------------------------------------------------------- — Update paralysis, difficult to judge the
(g) impact on the whole ¢hain.
l v Dev
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CHALLENGE IN TECHNOLOGY

— Scalability & Availability requirements
for a hybrid cloud environment is not
given
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SHIFT LEFT THE WAF

— It should be an integral part of the
development process!

— Setup should allow easy integration
with CI/CD processes to automate
deployments.

' ! || — Fit into modern cloud- & container-
() [ )] P ) native architectures
= o A {<> )
Dev — Agility & easy of use without
Webapplication API Microservice compromise in security
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" App-Centric WAF by Example
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Dataplane

Controlplane

4 Simplified Management using
Coraza WAF K8s Operator
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OWASP Coraza Envoy Go-filter

https://github.com/united-security-providers/coraza-envoy-go-filter

Kubernetes App-centric Coraza WAF Operator

https://github.com/united-security-providers/coraza-operator-oss
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Using a uniform tool chain

Bringing the WAF closer to
@ @, throughout the entire process

the application
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Developers and WAF Admins are
not used to working like this

A Separation of duty

— Get familiar with the new process

— Connect developers with the WAF Expert
and implement review processes

— “Managed Service” by the WAF expérts

— Ease of use is important!
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It's not on the perimeter!

— TLS Termination & IP-address related

security features typically not part of
the app-centric WAF

@ Global Virtual Patching is
l cumbersomel!

TOPICS TO ADDRESS

11
X%

(i Global Policy Enforcement

— Use of a policy engine to enforce a

minimal company policy for the
WAF configuration

— NetworkPolicies should in be in

place, so traffic is always routed
through the WAF



ALL THE WAF POWER TO THE DEVS

why it reduces friction... and where it backfires
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